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November 5, 2025 

To Our Suppliers: 

RE: Cybersecurity Maturity Model Certification Program Phase I – A requirement for 
doing business with Elbit America 

The phased rollout of the United States Department of War’s (DoW) Cybersecurity 
Maturity Model Certification (CMMC) program begins on November 10th. This 
program requires Elbit America, its subsidiaries, and its suppliers to take actions that 
address cybersecurity and safeguard DoW information. These actions are required 
to conduct business with the DoW.  

Elbit America and our subsidiaries are Level 2 certified under the CMMC program. 
We are postured to address the new 48 Code of Federal Regulations (CFR) 252.204-
7021, “Contractor Compliance with the CMMC Level Requirements” clause.  

It’s now time for Elbit America’s suppliers to take urgent action, as well. If not 
already accomplished, suppliers who provide our company non-Commercial Off-
The-Shelf (COTS) technology should immediately conduct a Level 1 self-assessment 
and affirmation within the Supplier Performance Risk System, as defined within 32 
CFR § 170.15. This is the minimum requirement to continue to do business with Elbit 
America.  

If business requirements necessitate that we share Controlled Unclassified 
Information (CUI) with your organization, suppliers should also achieve a Level 2 
certification as defined within 32 CFR § 170.17. This certification process is detailed 
and will require time and commitment to complete. Please reference our website 
<https://www.elbitamerica.com/suppliers#cyber> for additional information 
regarding the CMMC program.  

As stipulated within 48 CFR § 252-204-7025 (b)(2), Elbit America will not issue 
purchase orders to any supplier providing non-COTS technology supporting 
contracts containing the 7021 clause without appropriate evidence of CMMC 
compliance. We have partnered with Exostar <https://www.exostar.com>  to 
document supplier compliance. 

If you’re not a current supplier to our company, you will need to attain CMMC 
compliance to do business with Elbit America. Please email suppliers@elbitsystems-
us.com, so Exostar can gather evidence of your CMMC Level 2 status.  

 

Jason S Allen 
Vice President, Supply Chain 
Elbit Systems of America, LLC. 
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